
Meeting the Stronger 
Cybersecurity 
Requirements of Your 
Insurance Carrier

As cyberattacks keep increasing, some carriers 
are getting out of cyber insurance altogether. 

Those that still provide it are raising premiums and making it tougher 
to get coverage.

Organizations that can’t meet the carrier’s stringent cybersecurity 
requirements risk having their claims denied or worse, being deemed un-
insurable.

In this guide, we’ll help you understand what insurers expect from their 
policy holders and how to get your cybersecurity up to par.



Cybersecurity Requirements in Cyber 
Insurance Policies

Insurance carriers aren’t kidding about security. These are a few 
of the actual questions insurers will ask you when you apply for 
coverage.

(And if you currently have a policy, there’s a good chance you agreed to many 
of these requirements and don’t even realize it.)

 □ Do you have the following in place: 

• Information security policy?

• Cybersecurity failure and/or privacy breach incident response plan? 

• Penetration/vulnerability testing?

• Intrusion detection system?

• Business continuity plan?

• Information backup protocols?

 □ Are employees required to undergo annual security training 
& testing?

 □ Do you regularly monitor security vulnerabilities and 
appropriately patch and upgrade systems & applications?

 □ Is all critical data backed up weekly and stored offsite?

 □ Is personally identifiable information (financial, bank, health-
related, etc.) encrypted by your company? Are entire records 
encrypted or only certain parts of records?



We ran out of room to include every question, but you get the idea.

Comprehensive cybersecurity is a good thing for both you and your 
insurance carrier. It reduces the risk of a cyberattack occurring in the first 
place. No cyberattack means no damage to your organization and no claim 
for the insurance provider to pay. It’s a win-win.

 □ How long would it take to restore operations after a 
cybersecurity failure or a privacy breach event?

 □ Is due diligence done or is verification of security obtained 
with respect to third parties who you share private/personal 
information with?

 □ Do you use firewall protection?

 □ Do you have modern endpoint protection?

 □ Do you employ a password management strategy?

 □ Are wireless access points secured?

 □ Do you encrypt sensitive data in transit?

 □ Do you encrypt data at rest on servers?

 □ Do you encrypt confidential information stored on portable 
devices (laptops, flash drives, phones, tablets)?

 □ Do you store any confidential information in the cloud?

 □ Do you use any third-party or outsourced vendors to service 
or store their customer and/or employee data?



If you’re like a lot of companies, you probably saw some gaps in your 
cybersecurity based on all the questions above. So how can you make sure 
you have enough security measures in place to be insurable? That’s where 
cybersecurity frameworks come in. 

Frameworks are the Key to Good 
Cybersecurity
Insurance carriers’ expectations of security are based on frameworks like 
NIST or CMMC. So while that huge list of questions from an insurer seems 
scary, implementing a cybersecurity framework in your organization will 
mean you already have the measures in place that carriers look for.

The 3 most popular frameworks are:

• CIS Controls V8  
(Center for Internet Security)

• NIST Cybersecutity Framework 1.1  
(National Institute of Standards & Technology)

• CMMC  
(Cybersecurity Maturity Model Certification)

These frameworks all have advantages. Your industry and possibly regulatory 
requirements would drive the decision for which framework best suits your 
needs. For example, if you plan to do business with the Department of 
Defense, they will require CMMC Level 3 certification beginning in 2025.

Frameworks make cybersecurity easier because they break it down into 
sections and best practices, based on the risk and likelihood of an event. You 
don’t have to implement an entire framework all at once in order to begin 
realizing the benefits. 



Follow the framework implementation guides to make security a habit in 
your organization, so you can reduce risk and heave a sigh of relief knowing 
your data, employees, and clients are protected. 

The Top 3 Cybersecurity Measures to 
Implement Immediately
While it can take some time to achieve full security framework adoption, 
there are a few items that are so important they need to be at the top of your 
priority list.

 □ Multi-factor authentication

 □ Employee security training

 □ AI-based EDR (Endpoint Detection and Response)

Multi-factor authentication adds another layer of security over top of your 
password by requiring an additional step during the log-in process. Usually, 
it’s as simple as entering a code or hitting “accept” in an authenticator app. 
But it’s enough to stop a bad guy from trying to breach your account.

Employee security training – we can’t emphasize this one enough. Your users 

So if you haven’t already, begin 
implementing a cybersecutiry 
framework right away.



are your last and often strongest line of defense against attacks. If they know 
how to spot a phishing email, use good password hygiene, and question stuff 
that seems sketchy, imagine how much harder it would be for a hacker to get 
into your network.

Finally, use AI-based EDR instead of antivirus. Traditional AV programs are no 
longer effective. New risks are popping up everywhere, and AV is old-school 
software that needs a new “virus definition” file every time a new threat 
appears. That means it’s only effective once a threat has been discovered 
AND the antivirus software maker creates an update AND then that update 
gets applied properly. 

Newer solutions based on AI (artificial intelligence) are constantly monitoring 
and learning, significantly reducing the risk of threats impacting your 
organization.



Overview of a Comprehensive 
Cybersecurity Strategy

A strong cybersecurity strategy should consist of a multi-layered 
approach, based on a recognized cybersecurity framework. 

Some of these layers include:

• MFA/2FA – Multi-factor authentication

• Email filtering and policy enforcement

• Phishing protection

• AI-based endpoint protection

• 24 x 7 Security Operations Center (SOC)

• Security Information and Event  
Management (SIEM)

• Cloud DNS filtering

• Security awareness training & testing

Our recommendations are built on these guidelines. Every component of our 
cybersecurity offering is driven by industry standards, a recognized security 
framework, and our 25 years of experience protecting organizations from 
cyberattacks.

Having the right tools is only half of the equation. You can have top-of-the-
line solutions, but if they’re not used and managed correctly, they won’t be 
effective. That’s where the other half of the equation comes in: experience & 
process.

Whether your IT is in-house or outsourced, you need people with the 
experience and know-how to ensure your tools are correctly installed and 
regularly monitored.



Protocol, process, and oversight are the keys to 
effective cybersecurity. And we’ve got one of the top 
experts in the country overseeing our security team 
here at WEBIT. 

Chris has more than 20 years’ experience in security 
and operations. During his time as CISO for the 
Chicago Stock Exchange, he was responsible for all 
aspects of the organization’s IT security. 

Chris helps our clients manage and mature their 1)
cybersecurity, 2) technical infrastructure, and 3) overall 
operational effectiveness.

As WEBIT’s CISO, Chris is the driving force behind our cybersecurity 
initiatives to ensure our clients are protected by:

• Monitoring emerging cyber threats and developing strategies to address them

• Evaluating new vendors, products, and services to ensure we’re always offering the 
very best available solutions

• Advising businesses on how to reduce their cyber risk

• Helping organizations build their cybersecurity road map

Chris Brown
Chief Information 

Security Officer

Meet the Man in Charge of Our Security



Understanding cyber insurance and protecting your 
organization from cyber threats can seem daunting, but 
the WEBIT team is here to help. 

If you’d like more information or need guidance in navigating 
cybersecurity, get in touch with us.

Call in the experts.

tel:630-526-8030
mailto:hello@webitservices.com
tel:630-870-1088
mailto:sales@webitservices.com
https://www.webitservices.com/
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